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QUESTION: 164
Which of the following is created on a 48-port switch with five active VLANs?

A. 48 networks, five segments
B. 48 collision domains, five broadcast domains
C. 240 private networks
D. 240 usable IP addresses

Answer: B

QUESTION: 165
A corporate manager says wireless phones do not work properly inside the main
building. After a troubleshooting process, the network administrator detects that the
voice packets are arriving on the wireless phones with different delay times. Which of
the following performance issues is the company facing?

A. Jitter
B. Latency
C. Attenuation
D. Frequency mismatch

Answer: A

QUESTION: 166
Which of the following technologies is used to attach multiple guest operating systems
to a single physical network port?

A. Virtual switch
B. FCoE
C. VPC
D. vSAN
E. Fibre Channel

Answer: A

QUESTION: 167
When speaking with a client, an employee realizes a proposed solution may contain a
specific cryptographic technology that is prohibited for non-domestic use. Which of the
following documents or regulations should be consulted for confirmation?

A. Incident response policy
B. International export controls
C. Data loss prevention
D. Remote access policies
E. Licensing restrictions

Answer: B

QUESTION: 168
A network technician is installing a new network switch in the MDF. The technician is
using fiber to connect the switch back to the core. Which of the following transceiver
types should the technician use?

A. MT-RJ
B. BNC
C. GBIC
D. F-type

Answer: C

QUESTION: 169
A network technician notices a router that repeatedly reboots. When contacting technical
support, the technician discovers this is a known problem in which an attacker can craft
packets and send them to the router through an obsolete protocol port, causing the router
to reboot. Which of the following did the network technician fail to do? (Select TWO).

A. Generate new crypto keys.
B. Keep patches updated.
C. Disable unnecessary services.
D. Shut down unused interfaces.
E. Avoid using common passwords.
F. Implement file hashing.

Answer: B, C

QUESTION: 170
A technician has replaced a customer’s desktop with a known-good model from storage.
However, the replacement desktop will not connect to network resources. The technician
suspects the desktop has not been kept up to date with security patches. Which of the
following is MOST likely in place?

A. ACL
B. NAC
C. Traffic shaping
D. SDN
E. NTP

Answer: B

QUESTION: 171
A network technician wants to gain a better understanding of network trends to
determine if they are over capacity. Which of the following processes should the
technician use?

A. Log review
B. Port scanning
C. Vulnerability scanning
D. Traffic analysis

Answer: D

QUESTION: 172
A network technician is configuring network addresses and port numbers for a router
ACL to block a peer-to-peer application. Which of the following is the HIGHEST layer
of the OSI model at which this router ACL operates?

A. Transport
B. Network
C. Session
D. Application

Answer: A

QUESTION: 173
An attacker has flooded the hardware tables of a switch to forward traffic to the
attacker’s IP address rather than the default router. The traffic received is copied in real
time, and then forwarded to the default router transparently from the end-user
perspective. Which of the following attacks are occurring in this scenario? (Select
TWO).

A. DNS poisoning
B. ARP poisoning
C. Man-in-the-middle
D. Ransomware
E. Evil twin
F. Refilective

Answer: B, C

QUESTION: 174
A remote user is required to upload weekly reports to a server at the main office. Both
the remote user and the server are using a Windows-based OS. Which of the following
represents the BEST method for the remote user to connect to the server?

A. RDP
B. Telnet
C. SSH
D. VNC

Answer: A

QUESTION: 175
At which of the following layers of the OSI model would TCP/UDP operate?

A. Layer 3
B. Layer 4
C. Layer 5
D. Layer 6

Answer: B

QUESTION: 176
HOTSPOT
You have been tasked with testing a CAT5e cable. A summary of the test results can be
found on the screen. Step 1: Select the tool that was used to create the cable test results.
Step 2: Interpret the test results and select the option that explains the results. After you
are done with your analysis, click the 'Submit Cable Test Analysis' button.

Answer:
Exhibit

A Cable Certifier provides “Pass” or “Fail” information in accordance with industry
standards but can also show detailed information when a “Fail” occurs. This includes
shorts, the wire pairs involved and the distance to the short. When a short is identified, at
the full length of the cable it means the cable has not been crimped correctly.

QUESTION: 177
HOTSPOT
Workstations are unable to access the Internet after a recent power outage. Configure the
appropriate devices to ensure ALL workstations have Internet connectivity.
Instructions: All ports can be enabled (green) or disabled (red). When you have
completed the simulation please select the Done button.

Answer:
All ports should be enabled.

QUESTION: 178
HOTSPOT
You have been tasked with testing a CAT5e cable. A summary of the test results can be
found on the screen.
Step 1: Select the tool that was used to create the cable test results.
Step 2: Interpret the test results and select the option that explains the results. After you
are done with your analysis, click the 'Submit Cable Test Analysis' button.

Answer:
Exhibit

A Cable Certifier provides “Pass” or “Fail” information in accordance with industry
standards but can also show detailed information when a “Fail” occurs. This includes

shorts, the wire pairs involved and the distance to the short. When a short is identified, at
the full length of the cable it means the cable has not been crimped correctly.
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